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Introduction to Consultation 
 
 
Nominet undertook a Consultation in spring 2015 to gather the views of stakeholders 
surrounding two key proposals: 

1. To refine the WHOIS opt-out criteria to meet stakeholder 
expectations 

2. To enable registrar-run privacy services to operate within a 
contractual framework 

 
Stakeholders were able to provide feedback on these proposals, and comments 
were invited as to whether Nominet’s proposed approach met its objectives for the 
.uk WHOIS and publication of contact data, which were:  

1. The continued provision of a centralised register of registrant data and a 
publicly available WHOIS service  

2. The enforceability of the rights and obligations of all contracted parties 
(and intended parties)  

3. Maintaining high levels of data quality  

4. Enabling registry and registrar competitiveness whilst maintaining the 
public interest  

5. Minimising costs to stakeholders and implementation feasibility, 
harmonising where possible with existing processes   

6. A policy that is fit for the future taking into account potential changes to 
data protection legislation   

 
This report has been prepared by Moorcroft Market Research, an independent 
research consultancy. We have analysed the  responses submitted using the online 
response form and those sent directly to the Policy Process Secretariat and 
subsequently provided to us.  
 

 

Methodology 
 
A series of questions about the proposals outlined above was developed by 
Nominet. These were hosted on an online survey platform. 
 
Between 12th March and 3rd June 2015, 43 responses were submitted. Most 
completed the online consultation form (38), but some emailed written responses (5). 
In addition, there were webinars and stakeholder roundtable sessions hosted by 
Nominet. This report contains analysis only of the written responses which were 
submitted online or directly to the Nominet Secretariat (i.e. not feedback from the 
webinars, roundtable session or other meetings). 
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It should be noted that most people who responded did not complete all of the 
questions posed in the consultation. As such, the base sizes for each question vary, 
but are always shown in the data tables. The base sizes also fall below the threshold 
that can be regarded as quantitative. The consultation has thus been mainly 
analysed by Moorcroft Market Research as a qualitative study. This was conducted 
by extensive reading and analysis of the written responses to each question, drawing 
out themes. In some instances participants made comments in varying places in the 
consultation relating to the same theme. Where this has occurred we have grouped 
their responses in a single location in the report discussing each theme.  
 
For the questions where there were yes/ no or similar response options, numerical 
data are provided in the form of tables. Where there are differences between sub-
groups (e.g. registrars and registrants), these have been highlighted as a point of 
interest but due to the small overall base size, these differences are NOT statistically 
significant in any instance.  
 

Stakeholders were advised that Nominet would publish all written responses 
received in full (subject to editing or redaction on legal advice), including individuals’ 
name and organisation/affiliation, unless explicitly requested otherwise (Nominet will 
publish these  separately from this report). NB 22 respondents agreed to have their 
response published and personally attributed in this way. 
 
 

Notes on the consultation 
 
There were far fewer positive responses than there were negative to most of the 
open ended questions, but the consultation did not explicitly invite favourable 
comments, so no conclusions can be drawn from their absence. 
 
It is clear from some of the responses that not all participants are familiar with the 
existing WHOIS, either in terms of content or associated procedures. Some 
participants were unaware that the .uk WHOIS does not publish phone numbers or 
email addresses, and others did not know of the existing enforcement or its 
documented procedure.  
 
It is apparent that the phrasing of question 6 caused some confusion to a small 
number of participants, so that they ticked ‘no’ while their detailed response clearly 
indicated that they agreed and meant ‘yes’. Where such confusion is unambiguous 
the data from this small number of individuals (3) has been corrected for this 
question only. Further information is detailed surrounding this in the section of the 
report relating to this question. 
 
In order not to give undue weight to the negative comments, particularly in those 
cases where the majority response in the preceding yes/ no question was clearly 
positive, the report highlights such negative observations as a bullet list rather than 
in detailed commentary. However, for all participants who gave permission, their full 
submissions to the consultations have been published by Nominet. 
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Who participated in the consultation 
 
Most (23 out of 43) of those who completed the consultation had a commercial 
interest in the domain name industry. Of these, most were registrars and/ or 
registrants. (14 were registrants, 13 were both registrars and registrants and 4 were 
registrars only)., ISPs, agents or hosts of DNS services, , domain name acquirers, 
representative bodies, civil society and public bodies and legal professionals were 
also represented in very small numbers. 
 
Of the registrars, most (three quarters) were already offering customers the ability to 
register using a privacy service, and a further 1 in 10 were considering offering this in 
the future. 
 
The participants in the consultation represented a wide range of types of 
organisations, as well as individual opinion: 
 

Base 38 Organisation Type % 

Business < 250 employees 32 

Business > 250 employees 11 

Individual 26 

Representative Body e.g. Trade 

Association, political 

21 

Public Body 3 

Others (registrar, civil society public 

interest advocacy) 

8 

 
 
In addition, they identified the best description of the sector in which they work from 
a list (with the option to specify other sectors if required): 
 

Base 38 Sector Description % 

ICT 42 

Intellectual Property 21 

Other business 8 

Civil Society 8 

Legal 8 

Law enforcement 3 

Others (business, political, telecoms) 11 
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Consultation Findings 
 
 

Overall opinion of the proposals to refine the WHOIS opt-out 
eligibility and to provide a framework for registrar privacy services 
 
The Consultation opened with a question about general agreement with the 
proposals.  
 
Q1 Do you agree that the proposals to refine the WHOIS opt-out eligibility and to 
provide a framework for registrar privacy services meets the policy objectives set out 
in this document? 
 
There were 38 responses to this question, with the majority agreeing that the 
proposals met the policy objectives: 
 

Base 38 % 

Yes- agree meet policy objectives 66 

No-  do not meet policy objectives 16 

Don’t know 8 

No opinion 11 

 
As can be seen from this table, there was much support for the principles and 
proposals, with two thirds in agreement with the proposed changes. 
 
A small number of participants disagreed with the underlying premises of the 
proposals, arguing that the data disclosure model should be opt-in rather than opt-
out. A few felt that the existence of regulated privacy services precluded the need for 
opt-out entirely. Another, in arguments constantly developed throughout his 
submission, felt that an even more fundamental premise was flawed, claiming that 
people do not need to see contact data, and that the WHOIS database itself was an 
unwarranted intrusion into individual privacy. One other doubted the claim that 
'privacy meets a need' on the grounds that ‘use’ does not equate to ‘need’, and 
claimed that the demand for privacy was driven by a failure to understand what 
information is published in WHOIS and the existence of the .uk WHOIS opt-out. 
 
A few of those who disagreed that the proposals met the policy objectives 
commented further at this stage: one felt that the two proposals did not address all 
six objectives, a second thought they met the opt-out eligibility objectives but not the 
privacy service objectives, and the third highlighted objectives (e) and (f) [“minimising 
costs ...” and “fit for the future ...”] as being unmet. One of those who agreed with the 
proposals felt that they broadly met the objectives but were in need of clarification 
and tighter definition, an observation also made by several participants in response 
to other questions in the consultation. 
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One supportive participant expressed the view that wrongdoing in the .uk 
namespace is likely to be inhibited if domain owners know that their actual details 
are recorded, and can be made available to law enforcement agencies (LEAs). 
 
 
 

Refining the WHOIS opt-out  
 
There was widespread agreement that no trading registrant should be eligible, but 
little unanimity as to what constituted ‘trading’, at least in the context of sites that 
were not unambiguously commercial. Affiliate and pay-per-click advertising were 
particularly contentious. Some participants felt that any revenue generation, 
including pay-per-click advertising should render the domain ineligible for opt-out, 
while other participants agreed with the proposals set out in the consultation 
document that affiliate advertising and pay-per-click should generally only prevent 
the opt-out if it were the sole use of the domain. 
 
There were diametrically opposing views about the impact of the proposed changes 
to the opt-out. Some participants were concerned that too many registrants would be 
denied the opt-out. 
 

“The requirement that an individual seeking to use the service must not be a 
data controller encompasses almost every common online activity.” 
 

But this was balanced by those who thought that too many registrants would be 
allowed to opt-out. 
 

“Our main concern with the proposed 'test' is that as currently worded, 
abusive and/or illegal websites whose revenue model is based on selling 
advertising may in fact qualify to use the WHOIS opt-out.” 

 
 
There was concern that increasing use of the opt-out would limit the amount of 
publicly available data, making it harder to obtain contact information and making it 
increasingly difficult for those concerned with IPR to enforce their rights. 
 

“The refinements suggested to the WHOIS opt-out criteria, as well as the 
recognition of privacy services, will result in less publicly accessible contact 
data for UK registrants." 
 

One participant was worried that the changes to the opt-out would achieve little, 
cause further conflicts and not meet the expectations of registrants (due to the 
definition of ‘data controller’). 
 
Indeed, the terms 'collection of personal data' and 'data controller' sparked much 
comment, as several participants felt that they could embrace almost all domains, 
and would deny the opt-out to private individuals who incidentally or inadvertently 
record, for example, contact names or IP addresses. It was felt that there was the 
potential for much confusion over what would be deemed exempt, and that these 
(and other) terms required greater clarification. 
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One participant doubted that the rules could be implemented at all whilst a couple of 
others doubted that Nominet could enforce them, given that site usage can change 
over time. [This is an example of a lack of awareness of the existing system, 
whereby Nominet  already enforces the existing rules]. 
 
The perceived potential impact of the opt-out changes was different for the different 
stakeholders, of course. One participant expressed concern for the financial 
implications to non-commercial registrants who lost the option to opt-out. 
 

“The proposed changes to restrict opt-outs for registrants that process 
personal data would include individuals that do not 'trade' as such, forcing 
these to use privacy services and thus incurring higher costs.” 
 

Some registrars mentioned the potential impact upon themselves. None expressed 
concerns for their long-term business, but a few mentioned short-term operational 
issues such as updating their websites to inform registrants of the new regime, 
contacting affected registrants and the need for some software development. One 
mentioned the potential impact on the registrars’ support services, anticipating 
queries from registrants who may lose eligibility. 
 
 One participant felt that Nominet should publish details about when opted-out details 
might be disclosed, and also publish statistics about the number and nature of such 
disclosure requests. 
 
One registrar believed that the change puts Nominet in competition with its registrar 
channels, arguing that if a Registry offers Registrar products for free then much of 
the incentive to promote that Registry would be lost. 
 
 

Registrar Privacy Services  
 
Although almost 4 in 10 participants agree that doing nothing about privacy or the 
WHOIS opt-out is not an option, there were far fewer positive observations about 
privacy services than about the opt-out. [But, as mentioned earlier, the consultation 
did not explicitly invite favourable observations, so one can read nothing into their 
absence]. 
 
One participant queried whether encouraging the widespread use of privacy services 
was desirable. Others suggested that the service should not be available to trading 
sites because, given current legislation of contact details, there is no reason for 
legitimate traders to use privacy services, and trading bodies should not be able to 
shield their details. 

 
“One struggles to understand why a registrant (trader) would want to use a 
privacy service to hide behind, unless of course they are not complying with 
the legislation and do not display contact details on the website.” 
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One comment was that Nominet would be able to supply better data to LEAs 
(because it would now be supplied with contact data for those registrants using a 
privacy service), although it was felt that consumers simply consulting the WHOIS 
casually may be no better off. 
 
One registrar was of the view that requiring registrars to disclose registrant  data 
registered with a privacy service to the registry would fundamentally undermine the 
privacy service, and might encourage registrants to use 3rd party services not run by 
the registrar, and not covered by the policy. Another suggested that registrants who 
registered in other domains might be confused if the privacy rules for .uk differed 
from those elsewhere. 
 

“Traditionally privacy services define their policy for disclosure and registrants 
can expect this to be applied across all domains which that service is offered. 
This will require exceptions to be made for existing privacy services to 
highlight that .UK domains are not subject to the same disclosure process, 
and is likely to lead to confusion to registrants.” 
 

Another registrar doubted that all privacy services would voluntarily submit registrant 
data to Nominet, feeling that this was not the norm in the gTLD space, and 
suggesting it would make .uk less attractive. He was also concerned that, if both the 
registry and the privacy service held registrant data, parties seeking to obtain the 
data would indulge in venue shopping. 
 
Several registrars pointed out that they would require development time to support 
privacy via the EPP Contact Disclose function, and to update their websites to inform 
new and existing registrants of the changes. 
 
Overall, participants were more concerned with the effect of privacy services upon 
Nominet than they were with the direct impact upon their own organisations, with 
one third of all the observations regarding privacy services centered on the 
implications for, and obligations of, Nominet. Issues such as the burden on Nominet 
of answering additional questions, and of informing registrars about ineligible 
domains were cited, as was the need for extensive staff training and education. One 
participant felt that Nominet’s staff would need to adopt a “privacy-first” attitude, 
while another worried that Nominet might expose itself to risks by revealing personal 
data against the owner's wishes. 
 
Accurate information was a recurring theme, mostly from those concerned with 
protecting IPR. 
 
Several participants, particularly those concerned with IPR, deemed the issue of 
access to information held by a privacy service to be important. 

 
“We do have concerns over when, how and to whom the registrants’ data may 
be disclosed under the Nominet-managed system.” 
 

The obverse of this issue concerned others, with one registrar expressly wanting to 
be able to inform registrants about disclosure. 
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“As a registrar with a privacy contract in effect with a registrant, we would 
want to know if data are disclosed to a third party, who that third party is and 
the circumstances for the data request being granted. We would be obliged to 
let our registrant know that their underlying data had been disclosed.” 
 

Of especial interest to several was how Nominet would handle the problem of non-
cooperating privacy services, particularly those hosted outside the UK. One wanted 
clear information on the time-line within which Nominet would respond to requests 
for data, the grace period granted to privacy services to obtain corrected data, and 
the sanctions available against those services that did not supply accurate contact 
information in a timely manner. 

 
“If registrant contact data is found to be inaccurate, there should be a clear 
time limit within which the privacy service must have the client update the 
information, at risk of losing the domain and having the privacy service lose 
the ability to register more clients.” 
 

It may be interesting to note that 15 of those responding to the consultation 
highlighted that they had already used a privacy service to keep their details private. 
Of these, 8 were registrars, 12 have a commercial interest in the domain name 
industry, and 13 are registrants of .uk domains. (There is, of course, substantial 
overlap between these communities). 
 
 

Detailed responses to questions about refining the WHOIS opt out 
 
The consultation asked those who wanted to respond in more detail for their opinions 
about the WHOIS opt-out. The consultation listed these proposed changes in full:  
 

To qualify to use the opt-out we are proposing that:   
i. The registrant must be an individual; and,  

ii. The domain name must not be used: 

a) to transact with customers (merchant websites);  

b) to collect personal data from subjects (i.e. data controllers as defined 
in the Data Protection Act);  

c) to primarily advertise or promote goods, services, or facilities.   

 
Participants were asked if they felt that the proposed criteria for eligibility of the opt-
out were clear and logical enough for WHOIS users and registrants, and also 
whether these criteria met their personal expectations. Further questions were also 
asked about whether domains used to collect personal data should be excluded from 
eligibility to opt-out and whether Nominet should change the WHOIS query output so 
that the name of registrants who are opted-out are withheld from publication, as well 
as their address. Responses from these four questions are summarised below: 

 
 

Base: 31 % who agree % who disagree  
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Proposed criteria for eligibility of the opt-

out are clear and logical enough 

48 32 

Criteria meet my expectations as user/ 

registrant 

42 26 

Domains used to collect personal data 

should be excluded from eligibility to 

opt-out 

45 32 

WHOIS query output should change to 

withhold registrant name as well as 

address 

45 48 

 
 

Q7a Are the proposed criteria for eligibility of the opt-out clear and logical enough for 
WHOIS users and registrants? 
 

Base 31 % 

Yes- Agree  48 

No- Do not agree  32 

Don’t know 13 

No opinion 6 

 
Overall, almost half thought that the proposed criteria for the opt-out were clear and 
logical, so as to be suitable for users and registrants, but a third thought they were 
not clear enough. One arguing that there will always be edge cases that are difficult 
to identify. There was a similar level of agreement among both registrars and 
registrants to this question. 
 
Although many agreed in principle with the concept of revising the criteria, some felt 
that the opt-out criteria need to be clearer, particularly in how they are worded. Some 
felt that they had the potential to be subjective (especially the criteria a. and c.), or 
that they were not likely to be readily understood by registrants. The words 
‘primarily’, ‘data controller’ and ‘personal data’ seemed to be causing particular 
concerns about subjectivity.  
 
Some expressed the opinion that 'data controller', in conjunction with 'personal data', 
could embrace almost every online activity, leaving the vast majority of the simplest 
websites unable to opt-out.  
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“Nominet may wish to consider that the definition of personal data … the 
criteria as drafted could, for example, inadvertently include a blog which has 
the facility for readers to leave comments.” 

 
In contrast, a minority were concerned that the trading element of the opt-out was 
too lenient, believing that no form of commercial activity should be eligible for opt-
out, including (but by no means limited to) any form of advertising, any blog with pay-
per-click advertising and parked domains. 

 
Where individuals trade, or are otherwise exempt from the opt-out, it was suggested 
by several participants that they ought to be able to obfuscate their personal details  
(while not rendering themselves untraceable) without recourse to potentially 
expensive privacy services. One argued that, while accepting legal entities should 
not be able to opt-out, there should be a right not to include personal details, instead 
catering for generic contact information such as job title, a phone number or an e-
mail address (such as 'info@domain.uk). Another suggested that, if a registrant 
could additionally supply their ICO Registration Number, that, rather than personal 
contact details, could be published in the WHOIS. 
 
A few raised concerns that these criteria changes could be difficult to implement 
during purchase, be hard to police, or lead Nominet into difficult situations. An 
example would be enforcing cases where a domain’s use changes over time, even if 
it initially satisfied the criteria, it may no longer do so. Two participants commented 
on the absence of post-acquisition verification that domains were still eligible for opt-
out (but offered no suggestions as to how this might be achieved). Another 
suggested that a formal mechanism for notifying Nominet, and, where relevant, 
LEAs, about incorrect use of the opt-out ought to be defined. 
 
 

Q7b Do the criteria meet your expectations as a WHOIS user or registrant? 
 

Base 31 % 

Yes- Agree  42 

No- Do not agree  26 

Don’t know 6 

No opinion 26 

 
4 in 10 thought that the proposed criteria for the opt-out met their expectations, but 3 
in 10 thought they were not clear enough. Registrars were less likely than registrants 
to feel that their expectations were being met. Just 25% agreed their expectations 
were being met, compared to 45% of registrants (but due to the small base size this 
is not a statistically significant difference).  
 
Comments made by those who feel that their expectations are not being met 
included that non-incorporated bodies such as societies and community groups may 
not be well catered for, and may be difficult to validate. Journalists, political activists 
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and others subject to abuse for their views could be similarly ill-served. Overall, 5 
participants raised this issue. 
 
Here again, the issue of more objective and precise opt-out criteria was raised, 
along with the suggestion that user privacy could be adversely affected, and that a 
[generic or role] e-mail address should be an acceptable alternative to a full postal 
address. (NB Nominet does not currently publish e-mail addresses or phone 
numbers, and to do so would materially change the type of data published, but it is 
clear from the responses that some participants believe such fields already exist). 
 
One felt that individual registrants should be able to opt-in rather than opt-out of the 
WHOIS.  

 

 
Q7c Do you agree that domains used to collect personal data should be excluded from 
eligibility to opt out?  
 

Base 30 % 

Yes- Agree  43 

No- Do not agree  33 

Don’t know 7 

No opinion 17 

 
4 in 10 agreed that domains used to collect personal data should not be able to opt- 
out, but a third disagreed with this. 
 
Reasons for disagreeing that domains used to collect data should be excluded from 
being able to opt-out included many comments around what constitutes ‘collection of 
personal data’. Some felt that this phrase may need more clarity. 
 
Some questioned whether the reasons why such data are collected should be 
considered, so that, for example, those where personal details are collected simply 
to become a member of a site (for a blog, newsfeed etc.) would still be eligible to opt-
out. In particular, one participant suggested that there may be ICO exemptions 
regarding the collection of personal data, and where an individual meets the ICO 
definition of 'domestic purposes', and is thus exempt from many of the obligations, 
theyshould also be eligible to opt-out of WHOIS.  
 
One participant pointed out the need for the opt-out proposals to continue to be 
compliant with the Data Protection Act. 
 
A few were also concerned about the practicalities of enforcing this change, as they 
thought it may be difficult for Nominet to police and enforce. 
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Q9 Do you think we should change the WHOIS query output so that the name of 
registrants who are opted-out are withheld from publication, as well as their address? 
 

Base 30 % 

Yes- Agree  43 

No- Do not agree  50 

Don’t know 0 

No opinion 7 

 
This was the only question about the WHOIS changes where more people disagreed 
than agreed. Half thought that the query output should not be changed to exclude 
name of registrant from publication. 4 in 10 thought that this proposed change was 
acceptable, agreeing that name should be withheld, along with address, for those 
registrants who are opted-out. 
 
Those with an interest in IPR felt that any withholding of names had the potential to 
hamper their investigations into IPR abuses. They wanted this information to still be 
made available, although one suggested it might be available only via secure/ gated 
access. One participant suggested that Nominet facilitate contacting registrants by 
hosting a feature whereby messages could be sent to the registrant via a [concealed] 
e-mail. 

 
“Provide a Nominet operated web page … that allows anyone wishing to 
contact the Registrant to do so via email” 
 

Others thought that those who publish anything should always be identifiable, 
although the opposing view, that withholding the name would protect the vulnerable 
from trolling and persecution, also had its advocates.  
 
Some thought that the issues could be better addressed via a regulated privacy 
service, rather than via changes to the WHOIS opt-out. 
 
One argued that 'legal name' has no basis in UK law, and thus a pseudonymous e-
mail address could be used,  provided there was no intent to deceive, claiming that a 
pseudonym could constitute a more precise identifier than a name 
 
Some felt that withholding name should be a separate option, so that eligible 
registrants can choose whether they want their name to be shown or not, although 
others took that the view that opting-out should opt-out of everything, including 
publication of the name. 
 

“Registrants … should definitely be able to opt out of having their name 
appearing in the WHOIS, but this should be separate from the address opt-
out.” 
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Q10 What obligations, if any, should registrars be subject to in relation to drawing the 
attention of registrants to the availability of the WHOIS opt-out? 
 
Participants were asked their views on the obligations to which registrars should be 
subject with regards to drawing registrants' attention to the availability of the opt-out. 
Of these, a third (all registrars and groups interested in protecting IPR) felt that there 
should be no such obligations. 
 
However, a greater proportion (4 in 10) thought that registrars had an obligation to 
make the availability of the opt-out clearly known, although a small minority believed 
that the registrar need only mention the opt-out if it also offered a privacy service. 
One registrar who dealt only with corporate clients believed that such registrars 
should not have to mention the opt-out, as it would be irrelevant to their client base.  
 
One participant maintained that it should be mandatory that registrars do not charge 
for the WHOIS opt-out. 
 
Some felt the obligations were greater than merely mentioning the opt-out, and that 
the registrars should explain the opt-out, the criteria, and the consequences, or 
supply clear guidance with examples, or supply a self-assessment questionnaire 
(following the ICO model) to determine eligibility. A few cautioned that registrars 
should not promote a privacy service where an opt-out was more appropriate: 

 
“Information regarding the availability of an opt-out should be clearly 
presented to the registrant in appropriate cases, and they should not be 
unduly pressured or misled that an added-value privacy service provided by a 
Registrar would be the only option to opt-out of publication in the WHOIS” 
 
 

The consultation also invited comment about process or technical consequences of 
the proposed changes to WHOIS opt-out eligibility. One thought that the reporting 
process (unspecified) could usefully be made simpler, perhaps via a link in the 
WHOIS. Others mentioned that Registrars may need to change their systems to 
support the EPP Disclose command, and make changes if required to existing 
privacy systems. There were also thought to be possible implications for Nominet, as 
they may need to re-train staff about the changes, and engender a privacy-first 
attitude. Some participants thought it would also be necessary to educate registrants 
on the differences between privacy services and the opt-out, and when the opt-out 
was available.  
 
 
 

Detailed responses to questions about privacy services  
 
The consultation also asked those who wanted to respond in more detail for their 
opinions about the proposal around privacy services. Participants were invited to 
express their views on a list of specific standards that a registrar should meet in 
order to offer a privacy service. 
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Q11 Which, if any of these standards do you think registrars should be asked to meet in 
order to provide a privacy service? (+ option to add ‘other standards’ or other comments was 
included here in the consultation)  
 

Base: 32 % think registrars 

should … 

Respond to/ transmit abuse complaints from 3rd parties 

to registrant 

88 

Act as an address for service for registrants 66 

Reveal contact details on receipt of DRS complaint from 

3rd party 

66 

Provide their own contact details to be published in the 

WHOIS 

62 

Highlight the availability of opt-out to registrants 53 

Other* (specified) 25 

 
*Other standards that a very small number of participants suggested that registrars 
should be required to meet, included providing contact details if requested by law 
enforcement or in the case of commercial or DRS disputes (but noting that Nominet 
should have access to, and could provide, contact details in these cases).  
 
One felt registrars should collect proof of identity from registrants (especially those 
requesting privacy-protected services). 
 
It was also felt that charges and bundling of privacy services should be transparent 
and consistent, and that registrants should be clearly informed about what services 
are provided. 
 
Some felt that suppliers offering privacy services should ensure that specified 
minimum standards are met by their services. Some thought providers of these 
services should also be Accredited Channel Partners, or that possibly privacy 
service providers should be able to work with multiple registrars. 
 
Some participants commented on process or technical issues in separating 
collection from publication of contact data in the way the Nominet had suggested. It 
was felt that there could be issues in transferring to a registrar either who does not 
offer a privacy service, or who charges for this service.  
 
There was also a concern that historical data could be lost in the activities involved in 
offering, and transferring between, privacy services. This was of particular concern to 
an ISP, worried that it might be unable to comply with court orders if information is so 
lost, who enthusiastically supports a role for Nominet as the holder of last resort of all 
such data. 
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“From an ISP perspective (we) consider that there would be negative 
repercussions should this information be lost since we may be required, e.g. 
following issue of a Court Order, to provide the information. Therefore we 
support a role for Nominet as the holder of last resort” 
 

Other possible technical issues include: 

 The need to pay heed to RFC5733 and use standard contact:disclose fields 
 Deprecating the use of non standard extensions to the EPP 
 Modifying the domain transfer process from ‘push’ to ‘pull’ 

 Enabling registrants to adjust details via Nominet login 
 Ensuring all new options are available through all registration interfaces 

 

 
The consultation stated that the proposed privacy services framework would not 
apply to Self-Managed Tag users where domains must be connected to the 
registrant. Bearing this in mind, participants were asked if they thought that the 
framework should be restricted only to Nominet Channel Partner and Accredited 
Channel Partner Tag holders. Overall, half of the 31 respondents to this question did 
not answer/ had no opinion on the issue, 39% agreed, and just 13% disagreed with 
the restriction. 
 
Those who believed that the privacy services framework should not be restricted to 
CPs and ACPs, and that other parties should be permitted to operate privacy 
services, were asked to explain their reasons for this. One argued that some 
registrars may wish to allow their customers to choose a privacy service operated by 
a third party, and have that service's contact details appear in WHOIS (subject, of 
course, to the overriding requirement that the intended registrant's details be lodged 
with Nominet), and that limiting such suppliers to organisations that were also 
registrars seemed unnecessarily restrictive. Another shared that view, contending 
that suppliers of such proxy/ privacy services might like to work with several 
registrars. It was suggested that there should be a very clear specification of what a 
registrant should expect from a particular service, and that there should be a 
minimum standard for all such services, but that suppliers should have the flexibility 
to offer additional features, perhaps at a higher price. 
 
Those who believed that the framework should be restricted thought that it would 
make it easier to control the integrity of the service and make it easier to maintain 
high standards, while opening it to other parties i.e. non-Nominet registrars would 
make it difficult to control and lay it open to abuse. 
 
Several participants commented that, regardless of any privacy or proxy services, 
Nominet should always hold the contact details of the intended registrant. 
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Overall opinion with Nominet’s assessment of the options that they 
chose to not recommend 
 
During the preparation for this consultation, Nominet considered and rejected seven 
alternative courses of action. In summary, these were: 
 

a) Publish less data on the WHOIS 

b) Removing the individual/trading tests from the opt-out 

c) Align opt-out eligibility with the E-Commerce Directive 

d) Do nothing in relation to privacy services / WHOIS opt-out 

e) Prohibit privacy services  

f) Develop a Nominet privacy service for registrars to sell on to their 
customers (white-labelled solution) 

g) Regulate privacy services offered by registrars 

 
In its long consultation document, Nominet published detailed explanations of each 
of these options, along with the reasons why they had been rejected.  
 
Participants were invited to agree or disagree with each of these options, and 
provide supporting comments particularly for any options that they felt Nominet 
should not have rejected. 
 

Q6 Do you agree with our assessment of the options that we have chosen to not 
recommend?  “Yes” indicates you agree with the assessment, “No” indicates you disagree. If 
you do not agree with our assessment, please explain why, providing evidence to support 
your view if possible. 
 
As outlined earlier (Notes on Consultation section), it should be noted that this 
question wording (which asked participants if they agreed NOT to do something) was 
somewhat confusing to some participants. Where a supporting comment was given 
which was in clear contradiction to that individual’s response to the agree/ disagree 
part of this question, their response to this has been amended (e.g. if they said ‘yes’ 
i.e. ‘I agree’, but their comment clearly showed that they disagreed that this route 
should have been rejected, the original ‘yes’ response was re-assigned as a ‘no’).  
 
NB this occurred in 3 cases out of a total of 25 supplied comments, and in every 
case was a 'no' converted to a 'yes'. Note further that the majority did not supply 
supporting comments to this question, or comment on these issues elsewhere in the 
consultation, so it is not possible to assess whether they got any of their answers 
backwards. Thus the following table is published with the caveat that it might not be 
entirely accurate. However, the incidence of identifiable confusion among those 
participants who did comment suggests that the error rate is low, and any errors are 
likely to boost the percentage agreeing with the decision not to recommend.  
 
A detailed outline of responses to these options is shown below, but in summary 
more people were agreed with Nominet’s decision to reject each of these options 
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than disagreed. There were two options (shown in bold below) where although more 
agreed than disagreed, the margin in favour was smaller; to do nothing in relation to 
privacy services/ WHOIS opt-out, and to prohibit privacy services. The table below 
summarises responses to each of the rejected options: 
 
 

Base: 31 

 

% agree this 

should not be 

recommended 

% who disagree 

that this should 

not be 

recommended 

Publish less data on WHOIS 61 19 

Remove individual/ trading tests 61 16 

Align with E-Commerce Directive 45 10 

Do nothing 39 23 

Prohibit privacy service 42 29 

Develop white-label solution 55 19 

Regulate registrar’s privacy services 65 13 

 
 

a) Publish less data on the WHOIS 
Base 31 % 

Yes- Agree with rejecting this route 61 

No- Do not agree route should be 

rejected 

19 

Don’t know 3 

No opinion 16 

 
The option to publish less data on the WHOIS was agreed with by three times the 
number of people who disagreed with this. Around 6 in 10 of both registrars and 
registrants agreed that this option should be rejected.  
 
Only one individual expressed a reason for disagreeing with this option being 
rejected by Nominet. He felt that the option to publish less data was deliberately 
worded in a confusing manner, and not based on fact. This individual also felt that 
profit was being given primacy over privacy by rejecting this option, and that Nominet 
was acting mainly so as not to increase their costs.  
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In counterpoint, a participant who supported the decision not to recommend 
publishing less data in the WHOIS felt that there could be implications for companies 
seeking to defend their IPRs if less data were published. Their concern was that 
there could be a decreasing ability to identify online misusers in these types of 
cases. They felt that if contact data were placed behind a gated access, it would not 
prevent those with legitimate cause from accessing the information that they needed 
(e.g. to pursue someone exploiting a company’s IPR), but would prevent the public 
from being able to trawl it. 

 

 

b) Removing the individual/trading tests from the opt-out 

Base 31 % 

Yes- Agree with rejecting this route 61 

No- Do not agree route should be 

rejected 

16 

Don’t know 3 

No opinion 19 

 
The option to reject removing the individual/ trading tests from the opt-out was 
agreed with by three times the number of people who disagreed with this. Although 
both registrars and registrants were much more likely to agree than disagree with 
this option being removed, the proportions were different (NB as with all differences 
remarked on, these are not statistically significant due to the small base size). 
Among registrars 83% agreed and 8% disagreed; among registrants, 57% agreed 
and 17% disagreed with the decision to reject removing the individual/ trading tests 
from the opt-out. 
 
Only two of the participants who disagreed supplied a comment. One believed that 
the criteria were far too restrictive and, in particular, that 'links to commercial sites' 
such as, for example, Facebook, Google, Wikipedia or Twitter, which render the 
domain ineligible for opt-out, would make almost every website a trading website. 
The other, more fundamentally, disagreed with any change that divides registrants 
into different ‘classes’ with different privileges based upon domain name use. 
 
On the other hand, another participant who agreed also provided a comment, and 
expressed the diametrically opposing view; that the trading test criteria should be 
made more stringent, with no option for any trading site to opt-out.  
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c) Align opt-out eligibility with the E-Commerce Directive 

Base 31 % 

Yes- Agree with rejecting this route 45 

No- Do not agree route should be 

rejected 

10 

Don’t know 23 

No opinion 23 

 
Again, far more agreed than disagreed with the rejection of this option, however 
almost half either did not know or gave no opinion on Nominet’s treatment of this 
route.  Over half of registrants and almost 4 in 10 registrars neither agreed nor 
disagreed with this route. 
 
Only one of those who disagreed that this route should be rejected supplied a 
comment, arguing in favour of using the EU E-Commerce Directive as a standard, 
and highlighting his belief that a blog with 'pay-per-click' advertising should not be 
eligible for the opt-out.  
 
However, one participant who agreed [with the decision not to recommend alignment 
with the Directive] felt that the E-Commerce directive was actually too inclusive, and 
would include many blogs with incidental advertising. He also felt that, whilst the 
directive requires that contact information about such domains be easily, directly and 
permanently accessible, there is no requirement that the data be published in a 
public register. Another participant believed that any domain with any form of trading 
activity should be ineligible for opt-out, and implied that the Directive does not go far 
enough, and is concerned only that those protecting IPR can access the information 
captured by Nominet. 

 
 
d) Do nothing in relation to privacy services / WHOIS opt-out 

Base 31 % 

Yes- Agree with rejecting this route 39 

No- Do not agree route should be 

rejected 

23 

Don’t know 6 

No opinion 32 

Although still more agreed that this option should be rejected, this option created one 
of the tightest results. (NB For many of the other options, the proportion who agreed 
with Nominet’s decision to reject them was 2,3 or even 4 times the proportion 
disagreeing).   
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The split in opinion is in evidence across the sub-audiences within the consultation. 
For example, among registrars, 50% agreed and 42% disagreed that doing nothing 
should be rejected as an option. Registrants were less likely to express an opinion, 
but still 39% agreed and 13% disagreed.  

Those concerned that doing nothing in relation to these issues were more concerned 
about how this related to privacy services. They felt that by doing nothing the use of 
unregulated privacy services would continue to increase, which was neither in the 
public interest, nor in the interests of providing high quality data to stakeholders.   

 

e) Prohibit privacy services  

Base 31 % 

Yes- Agree with rejecting this route 42 

No- Do not agree route should be 

rejected 

29 

Don’t know 10 

No opinion 19 

 

As with the previous route, more agreed that the option to prohibit privacy services 
should be rejected, but with a much smaller margin.  42% agreed and 29% 
disagreed that this option should be rejected.  

The split in opinion is in evidence across the sub-audiences within the consultation. 
including among registrars and registrants. 

Concerns were expressed that such a prohibition might have significant 
consequences, both commercially and legally, while some vouchsafed the view that, 
in the absence of a privacy service, the devious would simply lie, providing false 
contact data. 

 

f) Develop a Nominet privacy service for registrars to sell on to their customers 
(white-labelled solution) 

Base 31 % 

Yes- Agree with rejecting this route 55 

No- Do not agree route should be 

rejected 

19 

Don’t know 10 

No opinion 16 
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There was quite widespread agreement that this option should be rejected. Among 
registrars, registrants and those with a commercial interest in this area, almost 6 in 
10 agreed that a white-labelled solution from Nominet was not appropriate. 

However, one of those who disagreed believed that registrars could be enticed to 
use such a white-labelled solution, while another felt that too little was known of how 
registrars currently handle privacy issues, and that it was premature to take a 
decision. 

 

g) Regulate privacy services offered by registrars 

Base 31 % 

Yes- Agree with rejecting this route 65 

No- Do not agree route should be 

rejected 

13 

Don’t know 6 

No opinion 16 

 
Of all the options rejected by Nominet, this one had the highest level of agreement 
that they had made the correct decision in making that rejection. Two thirds of those 
who completed this section of the consultation agreed that regulating the privacy 
services offered by registrars was not appropriate.  
 
Even among registrants, there was a very high level of agreement with rejecting this 
option (65%), and among registrars and those with a commercial interest the 
proportion agreeing approached three quarters.  
 
It was thought that should this option be progressed with rather than rejected, it 
could lead to an erosion of trust in Nominet and that to become a regulator or law-
maker was an unwanted extension of Nominet’s brief. 
 
However, a very small number believed that Nominet should regulate such services, 
and should also have a strong contractual relationship with such service providers, 
particularly those outside the reach of the UK courts.  
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General Questions 
Questions 1 – 5 are general questions on which we welcome stakeholder views. We would 
also welcome feedback to more detailed questions (Q6 - Q13) on the WHOIS opt-out and 
privacy services proposals. Please also complete the section entitled About You. 
 
1. Do you agree that the proposals to refine the WHOIS opt-out eligibility and to provide a 
framework for registrar privacy services meets the policy objectives set out in this 
document? 

☐Yes    ☐No   ☐ Don’t know   ☐ No opinion 
Comments: 
 
2. Do you wish to highlight any potential stakeholder impacts or concerns should the 
proposal to refine the WHOIS opt-out eligibility criteria be implemented? Please explain, 
providing examples and evidence to support your view, where possible. 
 
3. Do you wish to highlight any potential stakeholder impacts or concerns should privacy 
services be permitted to operate in the way in which we have proposed? Please explain, 
providing examples and evidence to support your view, where possible.  
 
4. Please provide any other views on the direct impact these proposals may have on you or 
your organisation. It would be helpful if you could advise your interest in the WHOIS, and the 
stakeholder group(s) you represent. 
 
5. Do you have a commercial interest in the domain name industry, including but not limited 
to acting on behalf of registrants in the registration of domain names or holding domain 
names in your own name? 

☐Yes (please provide details): 

☐No  
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Additional Questions  
We would welcome your feedback to the following specific questions.  
6. Do you agree with our assessment of the options that we have chosen to not recommend?  
“Yes” indicates you agree with the assessment, “No” indicates you disagree. If you do not 
agree with our assessment, please explain why, providing evidence to support your view if 
possible. 

 
WHOIS opt-out proposal  
7a. To qualify to use the opt-out we are proposing that:   

i. The registrant must be an individual; and,  

ii. The domain name must not be used: 

a) to transact with customers (merchant websites);  

b) to collect personal data from subjects (ie data controllers as defined in 
the Data Protection Act);  

c) to primarily advertise or promote goods, services, or facilities.   

 
Are the proposed criteria for eligibility of the opt-out clear and logical enough for WHOIS 
users and registrants? 

☐Yes    ☐No   ☐ Don’t know   ☐ No opinion 
Comments: 

Option Yes No Don’t 
know 

No 
opinion 

Comments 

i. Publish less data 
on the WHOIS  

     

ii. Removing the 
individual/trading 
tests from the opt-
out 

     

iii. Align opt-out 
eligibility with the E-
Commerce Directive 

     

iv. Do nothing in 
relation to privacy 
services / WHOIS 
opt-out 

     

v. Prohibit privacy 
services 

     

vi. Develop a 
Nominet privacy 
service for registrars 
to sell on to their 
customers (white-
labelled solution) 

     

vii. Regulate privacy 
services offered by 
registrars 
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7b. Do the criteria meet your expectations as a WHOIS user or registrant? 

☐Yes    ☐No   ☐ Don’t know   ☐ No opinion 
Comments: 
 
7c. Do you agree that domains used to collect personal data should be excluded from 
eligibility to opt out? If you do not agree, we would like your thoughts on whether your 
concerns could be mitigated by being able to use a privacy service. 

☐Yes    ☐No   ☐ Don’t know   ☐ No opinion 
Comments: 
 
8. Are there any process or technical consequences of the proposed changes to WHOIS opt-
out eligibility that Nominet should take into account or would discourage implementation of 
this proposal? Please explain with details about whether this would affect registrants, 
registrars, WHOIS users, or other stakeholders.  
 
9. Do you think we should change the WHOIS query output so that the name of registrants 
who are opted-out are withheld from publication, as well as their address? 

☐Yes    ☐No   ☐ Don’t know   ☐ No opinion 
Comments: 
  
10. What obligations, if any, should registrars be subject to in relation to drawing the 
attention of registrants to the availability of the WHOIS opt-out? 
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Privacy Services proposal 
11. Which, if any of these standards do you think registrars should be asked to meet in order 
to provide a privacy service? Tick all that apply: 

☐ Acting as an address for service for the registrant 

☐ Being required to respond to or transmit abuse complaints from third parties 
to the registrant 

☐  Being required to reveal contact details on receipt of a Dispute Resolution 
Service complaint from a third party 

☐ Provide their own contact details to be published in the WHOIS 

☐ Highlight the availability of the opt-out to registrants 

☐ Other? [free text] 

Comments: 

 
12. Are there process or technical issues in separating collection from publication of contact 
data in the way we have suggested that Nominet should be aware of?  For example,  

- updating registration data of domains currently held using a privacy service to 
the registry  

- moving domains with privacy from a registrar to another (TAG change), where 
the new registrar does not offer privacy 

- transfer of a domain(s) to a privacy service  

- transfer of a domain(s) to a new registrant 

- minimising the incidence of abuse 

- use of the RFC5733 contact disclose field for both name and address 

Please explain with details about whether this would affect registrants, registrars, WHOIS 
users, or other stakeholders.  
Comments: 
 
13. Whilst noting that the proposed privacy services framework would not apply to Self-
Managed Tag users where domains must be connected to the registrant, should the 
framework be restricted only to Nominet Channel Partner and Accredited Channel Partner 
Tag holders? 

☐Yes    ☐No   ☐ Don’t know   ☐ No opinion 
Comments: 
 
If you answered “No” to question 13, please also answer 13b.  
 
 13b. If you believe the framework should not be restricted, and that other parties should be 
permitted to operate privacy services, please explain why and provide comments on how 
Nominet could identify, monitor, and enforce the framework for third parties. 
Comments: 
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ABOUT YO 

  
* indicates a mandatory field 
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* 
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*
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☐ 
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*

☐ 

☐ 
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*

☐ ☐ ☐ 

☐ ☐ ☐ 

 

*

☐ ☐ ☐ ☐ 

☐ ☐ ☐ ☐

 
 

 


