
WWW.NOMINET.UK/IOT - IOT@NOMINET.UK

The Internet of Things
Supporting Real World Projects
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As with any new technology, the IoT 
brings a degree of uncertainty and 
complexity which needs to be 
addressed to fully realise its 
potential.

Nominet has first-hand experience of 
running IoT projects across a breadth 
of applications from classroom devices 

THE INTERNET OF THINGS (IOT) HAS HUGE POTENTIAL TO 
TRANSFORM OUR CITIES, OUR BUSINESSES AND OUR LIVES.

to flood monitoring and smart parking. 
This has helped us understand these 
complexities and build technologies 
that simplify the process of building 
IoT systems.

Several of the projects have been 
implemented using some of the latest 
communication technologies such as 

HARNESSING THE 
POWER OF IOT

Low Power Wide Area Networks and 
Dynamic Spectrum Management, 
experience of which is unique in the 
industry.

This booklet explores a number of case 
studies that illustrate the potential of 
the IoT and demonstrate our broad 
experience in this field.
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Embedding IT and coding across the 
curriculum has become a vital part of 
UK education.

However not all schools have the skills 
and expertise to teach the topic with 
confidence. 

The Micro:bit Educational Foundation, 
of which Nominet is a founding 
partner, has been set up to encourage 
and equip young people with the skills 
necessary to become the coders of the 
future.

The BBC micro:bit is a pocket-sized 
computer, which has been given free to 
every Year 7 student across the UK to 
teach them about coding and 
electronics. The Foundation now plans 
to expand in the UK and globally.

CREATING A VIBRANT 
DIGITAL FUTURE

An initial project looked at using the 
internet to connect the micro:bits to 
each other, enabling students to learn 
about IoT. Due to the age of the 
students, the solution needed to be 
simple, safe, engaging, and 
educational. 

Nominet created a solution in which 
data can be sent between BBC 
micro:bits without storing any 
personal data. The potential for 
applications is endless, such as simple 
intruder alarms, with aggregating 
temperature data from dozens of 
micro:bits across a classroom. Through 
this solution, students will be 
introduced to programming in the real 
world, learning to deal with the 
practical challenges of the IoT. 

EDUCATION

FOR 20 YEARS WE’VE BEEN GUARDIANS OF .UK. WE’RE FINDING NEW WAYS 
TO BUILD AN INTERNET THAT BENEFITS MORE PEOPLE, IN MORE WAYS.
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Protecting wild plant and animal 
species and their habitats is a huge 
challenge as it is extremely costly to 
constantly patrol and monitor their 
environments.

For that reason there is still a prolific 
trade in illegally acquired plant and 
animal materials. IoT products can 
help organisations and charities to 
collect vital information to help 
combat this illegal behaviour.

Instant Detect is a multi-sensor alarm 
system for protected areas. It has 
been developed by the Zoological 
Society of London (ZSL) to help save 
critically endangered species such as 
rhinos, elephants and tigers from 
illegal poaching. Covert, low-power 
sensors are placed in the field to 
detect illegal poaching of wildlife and 
send instant alerts to rangers. The 
rugged system communicates via the 
satellite network to provide 
connectivity anywhere in the world.

This greatly expands rangers’ capacity 
to monitor intrusion routes around the 
clock. Instant Detect has already been 
recognised as making an important 
contribution to conservation efforts. 
ZSL now wants to see how new 
developments in technology could 
help further improve the Instant 
Detect product in the future. 

Nominet has been working with ZSL to 
explore how new IoT technologies can 
be applied to Instant Detect’s 
evolution. Our current focus is how our 
technology can analyse large amounts 
of data to assist in detecting poachers 
by providing gamekeepers with 
automated alerts and visual 
information in real time. 

WILDLIFE CONSERVATION
The internet has the potential to 
transform the lives of people living 
with a disability or illness, whatever 
the severity.

The IoT can help people navigate their 
lives, giving them a level of 
independence which was not 
previously possible.
 
People living with cognitive or sensory 
impairment can benefit from help to 
organise their daily routines.  For 
example, people living with dementia 
can find it difficult to make sure all the 
steps of a daily routine are completed 
and in the right order, such as 
showering before they get dressed. 

To help deliver a level of 
independence, devices called Pips 
were placed around the home to guide 
users through the sequence of tasks 
that make up their daily routine. Pips 
prototypes, which have been designed 
and built by Nominet, flash and beep 
to show the next task that needs to be 
completed. This can be anything from 
taking medication to brushing teeth to 
feeding pets. Each Pip is a round 
button the size of a jam jar lid and is 
customisable with a variety of colours 
along with relevant icons or text as a 

HEALTHCARE
reminder of the task. Once a button 
has been pressed, it turns off and 
activates the next Pip in the sequence.

This solution offers people with 
cognitive or sensory impairment 
greater independence
to: This solution offers greater 
independence to people with cognitive 
or sensory impairment. Nominet is 
also exploring using Pips to help 
visually impaired people to navigate 
their home environment and as a toy 
for visually impaired children.

“Nominet’s technical expertise and 
willingness to share the Pips code 
publically will hopefully encourage 
others to develop more solutions to 
overcome this current block in blind 
children’s development.” 
 
Tom Pey, CEO, Royal London Society       
for Blind.
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SMART CITIES

Cities are inherently complex with 
widely distributed governance 
systems between a number of 
agencies and organisations.

Yet many approaches to building smart 
cities have been top down, centralised 
and hierarchical and have also failed to 
articulate a clear vision and business 
case to adopt smart city IoT 
technologies.    

Nominet has worked with partners 
with common aims of trying to 
understand how IoT is implemented in 
real conditions, whilst assessing the 
benefit to the wider community. This 
includes working closely with 
initiatives like Smart Oxford, which 
works hard to foster and enable 
projects in the city. 

Through adopting an agile approach to 
IoT, the cost of deployment and service 
is low, application building and data 
exchange is easy and accessible, and 
there’s flexibility to move with the 
changing city. This approach creates a 
focus on keeping costs down for local 
authorities who need to show value for 
money for local taxpayers.   

As the number of cars on the road 
increases, finding car parking 
becomes more difficult.

This is a costly problem: the average 
UK motorist spends 106 days of their 
life searching for on-street parking, 
not including the cost and 
environmental impact. More detailed 
and timely information about the 
availability of parking spaces would 
help to address this problem. 
 
In response to this, Nominet built a 
smart car parking system using a 
combination of IoT technologies and 
Nwave’s Weightless-N car parking 
occupancy sensors. The smart car 
parking system provides a real-time 
picture of car park utilisation, along 
with historical analysis and predictions 
of future usage. The project 
demonstrates how quickly and simply 
sophisticated smart city applications 
can be built and deployed using our IoT 
technologies. 

SMART CITIES HAVE THE POTENTIAL TO CHANGE THE WAY WE LIVE OUR LIVES, FROM 
IDENTIFYING FREE PARKING SPACES, CONTROLLING TRAFFIC AND FOOTFALL TO 

MONITORING AIR QUALITY.

MOBILITY

Like many cities around the world 
Oxford suffers from increasingly 
frequent and highly disruptive 
flooding events.  

The last big event in February 2014 cut 
off two of the major roads into the city 
and caused an estimated £50 million 
of economic loss. The Environment 
Agency provides warnings generated 
from a few, expensive, large and 
well-managed sensor stations around 
the city. These sensors are only able to 
provide warnings for a general area, 
but flooding can vary on a street by 
street and even house by house level 
due to the large number of small 
waterways that flow through the city. 
To help cope with the impact of 
flooding, the community urgently 
needed more detailed data but without 
the expense of the professional 
sensors. 

Working with the community-grown 
Flood Network, Nominet built a system 
for monitoring and visualising the risk 
of flooding through the measurement 
of river levels in real time. The system 
uses a network of low-cost internet-
connected sensors to generate high 
resolution spatial data, enabling 
citizens and local authorities to 
mitigate the impact of flooding. This 
data can be viewed on a clear, easy to 
use, and interactive map at map.flood.
network. 

ENVIRONMENTAL 
MONITORING
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Enabling trust in IoT is critical. IoT 
extends to everyday items not 
normally considered computers, 
allowing them to generate, exchange 
and consume data with minimal 
human intervention.

Users of IoT systems must have 
confidence that their data is collected, 
stored and used in a manner that 
benefits them and does not jeopardise 
their privacy. 

WE LIVE IN AN AGE WHEN OUR DATA IS PRECIOUS TO ORGANISATIONS SEEKING TO 
BETTER UNDERSTAND THEIR CUSTOMERS AND KEEP AHEAD OF COMPETITORS. HOW 

CAN WE KEEP OUR DATA SAFE?

The GDPR (General Data Protection 
Regulation) brings new requirements 
on IoT systems to be transparent about 
personal data collection, monitor and 
authorise access to personal data, 
obtain consent for data processing and 
give users control over their personal 
data. 

Privacy solutions for IoT need to help 
users decide who can legitimately 
access and alter information. The 
regulations state that it must be 
possible for users to give consent to 
process personal data freely, 
specifically, and unambiguously. 

YOUR DATA

Security in IoT is a challenge due to:

• the range of communications 
technologies used

• the constrained computing power
• limited interfaces
• exposed physical security of 

devices

Traditional approaches to cyber 
security are not sufficient to deal with 
these challenges or cope with the vast 
volume and speed of data coming 
from the IoT networks. 

To enable this consent, Nominet is 
working towards an authorisation 
system suited to different needs for 
IoT systems. The solution closely 
follows standards including Kantara 
UMA (User Managed Access), IETF 
OAuth2 and ACE (Authentication and 
Authorisation in Constrained 
Environments). Our goal is to provide 
users with an intuitive interface to 
their IoT devices that allows them to 
view requests, create privacy policies, 
and ensure authorised access to their 
personal data. 

Leveraging our expertise in DNS 
Nominet has developed a product 
that provides network-level 
monitoring of IoT systems. Originally 
developed for domain registries, 
large internet service providers and 
enterprise networks, turing provides 
an end-to-end view of IoT networks,  
providing early warning for risks such 
as misconfigurations, bugs or 
security threats. This is currently 
being used to monitor the devices on 
the Oxford Flood Network, providing 
invaluable insight into the traffic 
talking to the network.

DATA PRIVACY CYBER SECURITY
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Global internet traffic is expected to 
triple over the next five years, with 
the majority coming from wireless 
devices such as smartphones and the 
IoT.
 
The wireless spectrum that enables 
this connectivity is already in short 
supply, and is nearing the theoretical 
limits of its capacity. 

If the current licensing model is 
maintained, demand for spectrum will 
outstrip supply over the next decade. If 
the growth of connectivity is to 
continue, it will be necessary to adopt 
new models for allocating spectrum. 

AS MORE AND MORE DEVICES GO ONLINE, NEW SPECTRUM SOLUTIONS NEED TO BE 
FOUND TO ENSURE CAPACITY CAN MEET THE DEMAND. 

Dynamic spectrum management 
allows the available spectrum to be 
used more efficiently than any existing 
static licensing techniques. We have 
developed a spectrum allocation 
database that is a key component of a 
dynamic spectrum management 
system. This database technology is 
already in use in the UK as part of 
Ofcom’s TV white space (TVWS) 
framework. The use of dynamic 
spectrum management for TVWS has 
shown that it can be successfully 
implemented and it is an important 
first step for using the technique more 
widely in other spectrum bands in the 
future. 

DYNAMIC SPECTRUM
MANAGEMENT

Connectivity in rural areas of Britain 
remains an issue as the cost of 
infrastructure is not viable for the 
amount of usage. This leaves many 
people and premises across the UK 
without access to broadband or with 
very limited bandwidth. 

The people of the Isle of Arran in 
Scotland are part of the 8% of the 
population in the UK who do not have 
access to broadband faster than 
10Mbps. The sparse housing locations 
and tough environmental and 
geographic conditions make traditional 
connectivity very challenging. A lack of 
workable broadband has hampered 
economic growth and innovation, 
making it less attractive for the 
younger generation to stay on the 
island.

Together with partners Microsoft, 
Broadway Partners and Adaptrum, 
we are helping to connect the 
residents of Arran with the first 
commercial use of wireless TV white 
space technology. Residents are now 
accessing speeds of 15Mbps, 
allowing them to run businesses, 
connect with family members across 
the globe and have access to modern 
online services. A backbone of 
connectivity is now opening up the 
island to a new a set of IoT services 
such as telehealth applications to 
help support the most vulnerable. 

UNLEASHING WIRELESS POTENTIAL CONNECTIVITY
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Nominet runs one of the world’s largest country code registries, managing and running over 10 million domain names 
that end in .uk. Nominet also runs the Welsh Top Level Domains (.cymru and .wales), and provides registry services to a 
number of other branded and generic Top Level Domains, including .bbc. Over 3 million businesses, and millions more 
consumers, rely on its domain registry services. With the proceeds of its successful registry business, Nominet set up 
and supports Nominet Trust, a charitable foundation that funds ‘tech for good’ projects.

We have built on this expertise to develop systems and tools that use existing standards to build agile standards-based IoT 
systems. Already tested in a number of exciting projects, we are seeking partners to deploy these tools at scale to gather, 
access and process information from a large network of devices.

If Nominet’s unique and diverse experience is of use to your IoT project, and you are keen to partner with an innovative 
team, we would love to hear from you.

Nominet.uk/iot 
iot@nominet.uk
+44 (0) 1865 332233 

NOMINET IS AN INTERNET COMPANY DELIVERING PUBLIC BENEFIT, WITH A TEAM OF 
140 PEOPLE BASED IN OXFORD AND LONDON AND OVER 2,500 MEMBERS.

ABOUT NOMINET
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Nominet 
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